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HANGIN’ IN THE SHROUD LINES

I hope you all enjoyed your summer. We have had a nice hot summer
but not much rain. Most of our lawns are not in good shape but gardens
and flower beds are not too bad.

On June 9th, we held the annual Garage Sale at Sandra Harkness home
which was well attended. Several members assisted with the event.

On Friday, June 22nd, the Relay for Life was held at the CFB North
Bay Track at 6:00 pm. Some 422 Wing members contributed to the 22
Wing team.

On July 5th, the Air Cadet Advanced Aviation Technology Courses
(AATC) welcomed a new Officer Commanding. Cadets and staff
gathered at the Ayr Mess, 22 Wing/CFB North Bay at 9:00 am for the
AATC Change of Appointment from Major Wordragen to Major
Laverriere, presided by Lieutenant-Colonel Gabriel Doré, Command
Officer, Regional Cadet Support Unit Central. 422 Wing members Rita
Patry, Gail Oattes and Cathy Forestell attended.

On Friday, August 17th, 0930 hrs, the AATC graduation was held at
Canadore College Aviation Campus. 422 Wing attendees were Rita

Patry, Andy Blyth, Cathy Forestell and Gail Oattes. | presented a $200 cheque
and certificate to the “Most Improved Cadet” on each course on behalf of 422
Wing: 2018 Aircraft Operations - Cpl Zoe Bisson, 881 Sqgn, Beauceville QC;
2018 Aircraft Maintenance - F/Cpl Alexandre Mador, 646 Sgn, La Tuque QC.

On August 22nd, several 422 Wing members assisted at the Blood
Donor Clinic held at the Elks Club from 1:00 to 4:00 pm.

Our next General Meeting is 17 Oct.

September Executive Meeting is 25 Sep.

Per Ardua Ad Astra
Rita Patry, President



31 Aug 18

MEMBERSHIP REPORT

To date we have 60 members, comprising of 56 regular and 4 life.
Please keep me updated on any changes to your address, phone, email address, etc.
Dues renewed after June 30, 2018 will be $70.00 yearly and $110,00 for Dual Membership.
Bill Wood

Membership Coordinator
705 723-8030

ANNUAL GARAGE SALE

On Jun 9, we held the annual garage sale at Sandra Harkness home. It was well attended and we
raised 720.55. The money will be donated to charities at the Base at a later date. We thank all
members and neighbours who donated goods, time and support for the sale.
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Air History-Sep 2018

ENERGY GRID MASSIVE ATTACK ON U.S.A.

On August 18, 1941, was the first known attack on the Ukrainian energy grid by Russia. Former General Secretary of the
Communist Party of the Soviet Union, Joseph Stalin’s secret police — the NKVD — blew up the Zaporizhzhya hydroelectric
dam along the banks of the Dnieper River. Up to 100,000 were killed by the ensuing flood waters and damage.

But Russia wasn’t done yet.

On December 23, 2015 another date which will live in infamy. That was the first successful attack against the energy grid
using a new type of malware called BlackEnergy against the very same hydroelectric plant. Except that wasn’t the most
important date.

To Russia, December 23, 2014, exactly one year earlier, is the date they really cared about. The Ukrainian Parliament
voted 303 to 8 to change their non-aligned status to join NATO, and the last thing Russia wants is a NATO country along
their southwestern border. Russia has been targeting US infrastructure cyber expert says.

The BlackEnergy attack was punishment. Pure and simple. So was annexing Crimea in March of 2014. Any attack against
the energy grid in the United States will be about punishment, as well.

BlackEnergy was originally developed in 2007 as a distributed denial-of-service tool (DDoS). It evolved in 2014 to a full
package that targeted Industrial Control Systems (ICS), embedded espionage modules, the ability to address multiple types
of operating systems and KillDisk. KillDisk erases files and destroys the ability to boot up computers.

For years, groups linked to Russia have been tied to the malware and the attacks. Groups that are linked to President
Vladimir Putin.

President Putin is more than a cyber bully. This is about righting the perceived wrongs done to him and the former Soviet
Union by the great enemy. This is about a modern version of the U.S.S.R., and cyber warfare is the least risky way to
accomplish it.

Department Homeland Security (DHS) and the FBI have reported Russia targeted U. S. power grid. The U.S. doesn’t have
a firm policy yet on dealing with warfare in the fifth domain. Name and shame doesn’t work. When does a bit and a byte
get a bomb and a bullet? We don’t know, and President Putin knows that. American officials publicly accused Russia of
conducting a “multi-stage intrusion compaign” that involved malware and spearphishing. Sounds familiar. Very familiar.
The latest report from the FBI and DHS clearly says Russia is responsible for the attacks.

“This alert provides information on Russian government actions targeting U.S. Government entities as well as
organizations in the energy, nuclear, commercial facilities, water, aviation, and critical manufacturing sectors.”

If the U. S. wants to see how a future attack on our energy grid will look, and be accomplished, we only need to look at
how Russia has turned Ukraine into their digital punching bag for cyber-attacks.

All human actions have one or more of these seven causes: chance, nature, compulsions, habit, reason, passion,
desire.
Aristotle

Submitted by: Earl J. Forestell



On Friday, August 17th, the AATC graduation was held at Canadore College
Aviation Campus. As is our custom, we presented a $200 cheque and certificate to
the “Most Improved Cadet” on each course For 2018 Aircraft Operations went to Cpl
Zoe Bisson, 881 Sgn, Beauceville QC and 2018 Aircraft Maintenance to F/Cpl
Alexandre Mador, 646 Sqgn, La Tuque QC.

President Rita with Cadets Bisson and Mador

With the reduction of Blue Skies to 4 issues a year, a few items have been put on hold so |
have room for more pressing items. Here are some earlier happenings.

At the annual meeting of Ontario Group in
Sarnia, Bob DeMillo and Betty Coyle were
elected President and VP respectively. Both
these folk are dedicated members and | am
sure will do a good job for us. We wish them
well.

President Rita along with VP Earl and Sect’y
Cathie attended the meeting.

President Rita and VP Earl attended the
Battle of the Atlantic parade in June and laid
a wreath on our behalf.




1) For members to get online and order at member prices, they must call Ottawa headquarters and give them
their email address in order to update the profile before they can successfully order.

Phone number: 1-866-351-2322 Ext 221 or 223
2) Internet: rcafassociation.ca
3) Once on Association Web home page, scroll over to right hand side of page and select members.
4) This will bring you to a login page for your email and password of your choice.
5) Once logged in at top of page you will see online store and click on this to see their products.

Sandra Harkness

Special calendar notes

Oct 17 - We plan a pot luck lunch at 12:00 in the office prior to the General Meeting at 1:30
Nov 21 — We have guest speakers per the note below

Nov 24 — The 22 Wing Band is presenting a concert at the Capital Centre at 7:30pm. Tickets are
$20.00 at the Centre

Dec dates— Traditionally the Base has closed for a period prior to Christmas. We are unsure
of the closure dates and will have to notify you via the phone committee.

NOVEMBER GUEST SPEAKERS

At our November General meeting we will have guest speakers from 22 Wing PSP Health
Promotion. The presentation will start Nov 21 at 1330 on the topic of Marijuana as November is
Addiction month at 22 Wing. This talk will be on legalities, interactive discussions , goggles so we
can see what it is like to have taken this drug , and how this impacts the Military. Lucas Demarco
and Trevor Monahan will be our speakers. Please come out and support them.

Another late announcement

Earlier this year, we presented an Appreciation
Award to Trevor Monahan. Trevor is an Admin
Assistant in the Health Promotion office of 22
Wing and has assisted us over the years in
projects like the annual Wing welcome. He is
also to be a guest speaker at our Nov meeting.
The presentation was acknowledged in 22
Wing’s Shield .




MISSION STATEMENT

RCAF ASSOCIATION OF CANADA

The RCAF Association of Canada is a national aerospace and community service organization established to commemorate
the noble achievements of the men and women who have served as members of Canada’s air forces since its inception;
advocate for a proficient and well-equipped air force; and support the Royal Canadian Air Cadet program.

AIMS AND OBJECTIVES OF THE RCAFAC

Advocacy - to advocate for a proficient, well-equipped air force
in Canada.

Traditions - to preserve and perpetuate the glorious traditions
established in Canada’s air forces since its inception.

Air Cadets - to support the Royal Canadian Air Cadets, and work
closely with the Air Cadet League of Canada.

Community - to participate in local civic and community programs identified
by Wings and to undertake charitable and other projects of both
national and local character.

Civil/Military Air - to recognize achievements in civil and military
aviation through the annual awards of the Royal Canadian Air
Force Association of Canada.

899 Tackaberry Dr
North Bay, Ontario P1B 4R8




